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ABSTRACT

This article examines the nature and evolution of transnational cybercrime in the twenty-first century, tracing its
development from the hobbyist hacking culture of the 1960s and 1970s through the professionalised criminal
economy of the present day. It analyses the major categories of transnational cyber-offending including financial
cybercrime, ransomware, data theft, online child sexual exploitation, and state-sponsored cyber operations and
explores the structural and technological factors that have enabled their dramatic proliferation, including the
dark web, cryptocurrency, and the emergence of cybercrime-as-a-service. The article critically evaluates the
legal and regulatory frameworks developed at the international, regional, and national levels to address this
phenomenon, with particular attention to the Budapest Convention on Cybercrime, the African Union Malabo
Convention, the ECOWAS Cybercrime Directive, Nigeria’s Cybercrime (Prohibition, Prevention, Etc.) Act 2015,
and the European Union’s NIS2 Directive. It identifies the persistent challenges of jurisdictional fragmentation,
attribution, mutual legal assistance inadequacy, and the capacity deficits of developing states as the principal
structural obstacles to effective governance of transnational cybercrime. The article concludes that the
convergence of artificial intelligence, quantum computing, and the deepening digitization of critical
infrastructure demands an integrated legal response drawing simultaneously on international criminal law, the
law of state responsibility, the law of armed conflict, and international human rights law. The development of
robust and inclusive international norms governing cyberspace constitutes one of the defining challenges of
global governance in the digital age.
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I. INTRODUCTION

The rapid proliferation of digital technology and the globalization of the internet have fundamentally
altered the landscape of criminal activity in the twenty-first century. Cybercrime, broadly understood as criminal
conduct facilitated by or directed at computers and computer networks, has emerged as one of the most pressing
security challenges of the modern age.' It transcends geographical boundaries with unprecedented ease, enabling
offenders in one jurisdiction to inflict harm on victims in another, often without ever crossing a physical frontier.
The transnational character of cybercrime raises profound questions for legal systems, law enforcement agencies,
and international institutions that were largely designed to operate within the confines of territorial sovereignty.

Unlike conventional transnational crimes such as drug trafficking or human smuggling which still
require the physical movement of persons or goods cybercrime exploits the borderless architecture of the internet
to achieve its ends instantaneously.? A fraudster seated in Lagos may defraud a retiree in London; a ransomware
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gang operating from Eastern Europe may cripple hospital networks across North America; a state-sponsored
hacking collective in East Asia may exfiltrate classified intelligence from government servers in Washington.
These realities illustrate not only the versatility of cybercrime as a category of offending but also the formidable
challenges it poses to traditional frameworks of criminal jurisdiction, mutual legal assistance, and international
cooperation.

This article examines the nature and evolution of transnational cybercrime in the twenty-first century
across several dimensions. It begins by defining cybercrime and tracing its conceptual development. It then
analyses the major categories of transnational cybercrime and explores the structural and technological factors
that have enabled its dramatic growth. The article proceeds to evaluate the legal and regulatory frameworks
developed at national, regional, and international levels to address this phenomenon, and concludes by assessing
ongoing challenges and the prospects for effective governance of cyberspace.

II. DEFINING CYBERCRIME: CONCEPTUAL FOUNDATIONS

There is no universally accepted definition of cybercrime in international law. The term is used variously
to describe a heterogeneous range of conduct, from hacking and malware deployment to online fraud, child sexual
exploitation, and cyber-enabled terrorism.’ The definitional difficulty arises partly from the fact that cybercrime
is not a single category of offending but rather a medium through which diverse criminal acts are perpetrated.

David Wall’s foundational taxonomy identifies three generations of cybercrime.* The first generation
encompasses traditional offences such as fraud, theft, harassment — which are conducted in whole or in part
through digital means. The second generation consists of offences that are enabled by networked technologies
but which have recognizable offline equivalents, such as identity theft and stalking. The third generation, and the
most legally challenging, comprises crimes that are unique to the digital environment and have no offline
analogue, including distributed denial-of-service (DDoS) attacks and the creation of malicious code.

Jonathan Clough adopts a complementary approach, distinguishing between ‘cyber-dependent crimes’
which can only be committed using computers and networked technologies and ‘cyber-enabled crimes’ are
traditional offences that are facilitated or enhanced through technology.’ This distinction is significant for
legislative drafting and prosecution, since it determines whether bespoke cybercrime legislation is required or
whether existing provisions may be adapted to capture the conduct in question.

Grabosky influentially argued that cybercrime is largely ‘old wine in new bottles’, suggesting that most
digital offending is simply a technological extension of pre-existing criminal behaviour.® While this observation
contains considerable truth that fraud, theft, and extortion have ancient pedigrees, it underestimates the qualitative
transformation wrought by digitization. The internet does not merely accelerate pre-existing crime; it
fundamentally restructures the offender-victim relationship, the geographic scope of harm, the anonymity of
perpetrators, and the economics of criminal enterprise.’

For the purposes of this article, ‘transnational cybercrime’ refers to criminal conduct involving
computers, digital networks, or digital data that produces effects across more than one national jurisdiction,
whether because the offender and victim are in different states, because the technical infrastructure used spans
multiple jurisdictions, or because the proceeds or evidence of the crime are stored or routed internationally.®

III. HISTORICAL EVOLUTION OF CYBERCRIME
A. The Early Phase: Hobbyists and Hackers (1960s—-1990s)

The origins of cybercrime are conventionally traced to the emergence of computer hacking culture in the
academic and hobbyist communities of the 1960s and 1970s.° Early hackers were primarily motivated by
intellectual curiosity and the pursuit of technical mastery rather than financial gain. The subculture celebrated the
bypassing of security restrictions as a form of creative problem-solving, and the term ‘hacker’ carried positive
connotations within that milieu.

3 Susan W Brenner, Cybercrime and the Law: Challenges, Issues, and Outcomes (Northeastern University Press,
2012) 5-7.

4 David S Wall, Cybercrime: The Transformation of Crime in the Information Age (Polity Press, 2007) 10-12.

> Jonathan Clough, Principles of Cybercrime (2nd edn, Cambridge University Press, 2015) 9.

¢ Peter Grabosky, ‘Virtual Criminality: Old Wine in New Bottles?” (2001) 10 Social & Legal Studies 243, 245.

7 Thomas J Holt and Adam M Bossler, Cybercrime in Progress: Theory and Prevention of Technology-Enabled
Offenses (Routledge, 2015) 3.

8 Council of Europe, Convention on Cybercrime (Budapest Convention), CETS No 185, opened for signature 23
November 2001, entered into force 1 July 2004, Explanatory Report, para 9.
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The 1980s witnessed a decisive shift as personal computers became more widely available and the
internet’s precursor networks expanded. High-profile incidents such as the Morris Worm of 1988, widely
regarded as the first significant malware to spread across the internet demonstrated that networked systems were
vulnerable to catastrophic disruption.!® Legislative responses were correspondingly reactive: the United States
enacted the Computer Fraud and Abuse Act in 1986, and the United Kingdom followed with the Computer Misuse
Act in 1990. These early instruments were primarily domestically focused and did not contemplate the global
character of the threat that was to emerge.

The 1990s brought the commercialisation of the internet and the explosive growth of online activity.
Electronic commerce, online banking, and email created vast new attack surfaces. Cybercrime began to acquire
a distinctly economic character, as organised criminal actors perceived the financial opportunities presented by
digital networks.!! Fraud, intellectual property theft, and the illicit trade in stolen data emerged as significant
categories of online offending.

B. The Organised Crime Phase: 2000s—2010s

The turn of the millennium marked the decisive professionalization of cybercrime. The 2000s saw the
emergence of sophisticated criminal networks offering cybercrime-as-a-service, with specialist actors providing
malware development, botnet operations, money mule networks, and cash-out services as discrete commercial
offerings within an integrated underground economy.'? This division of labour enabled non-technical criminals
to commission and deploy complex cyberattacks, dramatically lowering the barriers to entry for organised crime.

Ransomware, which is a malicious software that encrypts a victim’s data and demands payment for its
release emerged as a devastating criminal tool during this period. The deployment of ransomware against critical
infrastructure, healthcare systems, and public institutions caused billions of dollars in losses globally.'> The use
of cryptocurrency, particularly Bitcoin, as a payment mechanism further complicated law enforcement efforts by
providing a pseudonymous method of transferring criminal proceeds across jurisdictions without the oversight of
conventional financial institutions.

State-sponsored cyber operations also became increasingly prominent during the 2000s and 2010s.
Nation-states began to harness the capabilities of cyber actors, whether through direct employment, sponsorship,
or tacit tolerance to conduct espionage, sabotage, and influence operations against foreign governments, military
organisations, and critical infrastructure operators.'* The intersection of state power and criminal methodology
raised profound questions about the attribution of responsibility under international law and blurred the
boundaries between cybercrime and cyber warfare.

C. The Contemporary Phase: AL IoT, and Systemic Risk (2020s)

The third decade of the twenty-first century has introduced new dimensions of cybercriminal
sophistication. The deployment of artificial intelligence tools has enabled cybercriminals to generate convincing
deepfakes, conduct automated phishing campaigns at industrial scale, and identify vulnerabilities in target systems
with unprecedented speed and efficiency.!> Social engineering attacks which exploit human psychology rather
than technical vulnerabilities have been dramatically enhanced by Al-generated content that mimics trusted
sources with alarming fidelity.

The proliferation of Internet of Things (IoT) devices has vastly expanded the attack surface available to
cybercriminals and state actors alike. Networked appliances, industrial control systems, medical devices, and
smart infrastructure operate on varying security standards, creating an enormous pool of potentially
compromisable endpoints.'® The weaponization of 10T botnets as illustrated by the Mirai attack of 2016, which
marshalled hundreds of thousands of compromised devices to launch a DDoS assault of unprecedented scale
underscored the systemic risks inherent in the digitization of physical infrastructure.

The COVID-19 pandemic of 2020-2021 provided a further catalyst for cybercriminal activity, as the sudden
migration of business, education, healthcare, and government functions to digital platforms created new

10 Symantec Corporation, Internet Security Threat Report (Symantec, 2019) vol 24, 6-8.

1 Cybersecurity Ventures, 2023 Cybercrime Report (Cybersecurity Ventures, 2023) 4.

12 Wall (n 4) 44-46.

13 Internet Crime Complaint Center (IC3), 2022 Internet Crime Report (FBI, 2023) 3-5.

14 Europol, Internet Organised Crime Threat Assessment (iOCTA) 2021 (Europol, 2021) 9.

15 Maura Conway, ‘Terrorism and the Internet: New Media — New Threat?’ (2006) 59 Parliamentary Affairs
283, 285-286.

16 Andrew Colarik and Lech Janczewski, ‘Establishing Cyber Warfare Doctrine’ (2012) 5 Journal of Strategic
Security 31, 33.
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vulnerabilities.!” INTERPOL reported a significant surge in cybercrime during the pandemic period,
encompassing online fraud, phishing attacks targeting remote workers, and ransomware campaigns directed at
healthcare facilities.

IV. MAJOR CATEGORIES OF TRANSNATIONAL CYBERCRIME
A. Computer Fraud and Financial Cybercrime

Financial cybercrime represents the largest single category of transnational cyber-offending by volume,
encompassing business email compromise, online banking fraud, investment scams, and the theft of payment card
data.'® The Internet Crime Complaint Center of the Federal Bureau of Investigation reported losses of over ten
billion US dollars attributable to cybercrime in the United States alone in 2022, with business email compromise
accounting for the largest share.!”

Romance fraud and advance-fee schemes are sophisticated forms of social engineering that exploit
emotional vulnerability and have generated substantial criminal revenues across Africa, Europe, and North
America. The transnational dimension is particularly acute in these cases: victims in high-income economies are
targeted by criminal networks operating from low-income jurisdictions, the proceeds are laundered through
multiple intermediary accounts across several countries, and mutual legal assistance requests are frequently
frustrated by inadequate bilateral frameworks or insufficient investigative capacity in the countries where
offenders are based.?

B. Ransomware and Extortion

Ransomware has evolved from a rudimentary form of extortion into a sophisticated criminal enterprise
with a global operational footprint.?! Contemporary ransomware groups operate affiliate models in which
malware developers license their tools to partner organisations who conduct the actual intrusion, in exchange for
a share of the ransom proceeds. This franchise-style structure, sometimes termed ‘Ransomware-as-a-Service’
(RaaS), has dramatically expanded the operational capacity of ransomware actors while insulating the core
developers from direct law enforcement exposure.

The targeting of critical infrastructure including hospitals, water treatment facilities, fuel pipelines, and
power grids by ransomware groups has elevated this form of cybercrime to a matter of national security concern.??
The 2021 attack on Colonial Pipeline, a major fuel distribution network in the United States, demonstrated the
potential for cyber extortion to produce consequences equivalent in severity to a physical act of terrorism, causing
widespread fuel shortages across the eastern seaboard of the United States.

C. Data Theft and Corporate Espionage

The theft of personal data including financial credentials, healthcare records, and government
identification represents a form of cybercrime with profound consequences for individual privacy, economic
security, and public trust in digital infrastructure.?3 Large-scale data breaches, in which the records of millions of
individuals are exfiltrated from corporate or government databases and subsequently traded on dark web
marketplaces, have become a recurring feature of the digital economy.

Corporate espionage conducted through cyber means, including the theft of intellectual property, trade
secrets, and commercial intelligence constitutes a form of economic crime with significant macroeconomic
consequences.?* State-sponsored actors have been particularly active in this domain, using advanced persistent
threat (APT) techniques to maintain prolonged, stealthy access to target networks and to exfiltrate commercially
or strategically valuable information. The attribution of such attacks to specific state actors, while increasingly
feasible through technical and intelligence means, remains legally and diplomatically contested.?

17 Brenner (n 3) 45-48.

18 Kevin Poulsen, Kingpin: How One Hacker Took Over the Billion-Dollar Cybercrime Underground (Crown
Publishers, 2011) 12.

Y1C3 (n 13).

20 Grabosky (n 6) 248.

2L Clough (n 5) 23-25.

22 Verizon, 2023 Data Breach Investigations Report (Verizon Business, 2023) 8.

23 Brian Krebs, Spam Nation: The Inside Story of Organized Cybercrime (Sourcebooks, 2014) 56-59.
24 Europol (n 14) 13.

25 Mandiant, M-Trends 2023: Special Report (Mandiant, 2023) 6.
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D. Child Sexual Exploitation Online

Online child sexual exploitation and abuse (CSEA) constitutes one of the most serious forms of
transnational cybercrime, generating profound harm to its victims and presenting acute challenges for law
enforcement.?® Digital technologies have enabled the global distribution of child sexual abuse material (CSAM)
at scale through peer-to-peer networks, encrypted messaging platforms, and dark web forums. The transnational
character of CSEA is inherent: offenders, producers, distributors, and victims may be located in entirely different
countries, with content stored on servers in a third jurisdiction.

International cooperation frameworks including the Second Optional Protocol to the Convention on the
Rights of the Child and the Council of Europe’s Lanzarote Convention establish obligations for states to
criminalise, investigate, and prosecute CSEA offences, and to cooperate in the repatriation and support of
victims.?” Despite these frameworks, implementation remains inconsistent, and the use of encryption and
anonymization tools by perpetrators significantly impairs the capacity of law enforcement to detect and attribute
CSEA conduct.

E. Cyber-Enabled Terrorism and State-Sponsored Operations

The relationship between cybercrime and terrorism is complex and evolving. Terrorist organisations
have long used the internet for propaganda, recruitment, financing, and operational coordination.?® More recently,
there has been growing concern about the potential for terrorist actors to conduct disruptive cyberattacks against
critical infrastructure, financial systems, or government networks, a category of conduct that straddles the
boundary between cybercrime and cyber warfare.

State-sponsored cyber operations including the Stuxnet attack on Iranian nuclear centrifuges attributed
to the United States and Israel, the destructive NotPetya malware attributed to Russian military intelligence, and
the sustained cyber-espionage campaigns attributed to Chinese APT groups occupy a unique position in the
landscape of transnational cybercrime.?® These operations may be conducted using criminal tools and techniques,
may involve the outsourcing of offensive cyber capabilities to criminal actors, and may produce harms
indistinguishable from those of criminal ransomware or data theft operations. Yet they are also instrumentally
connected to state policy objectives and thus engage the law of state responsibility and the laws of armed conflict
in ways that conventional cybercrime does not.>

V.LEGAL AND REGULATORY FRAMEWORKS
A. The Budapest Convention and Its Progeny

The Council of Europe’s Convention on Cybercrime, concluded at Budapest in 2001, remains the pre-
eminent multilateral instrument governing cybercrime.3! It establishes minimum standards for the criminalization
of a range of computer-related offences, including illegal access, data interference, system interference, misuse
of devices, computer-related fraud, and content-related offences. It also contains procedural provisions designed
to facilitate the investigation of cybercrime, including expedited preservation of data, production orders, and real-
time collection of traffic data.

Crucially, the Budapest Convention provides a framework for international cooperation among states
parties, including extradition, mutual legal assistance, and the establishment of 24/7 points of contact to facilitate
urgent inter-agency communication.’? As of 2024, over sixty states had ratified or acceded to the Convention,
making it the most widely adopted international instrument in this field. A Second Additional Protocol, adopted
in 2022, significantly strengthens provisions for cross-border access to data held by service providers, addressing
a lacuna that had hampered cross-jurisdictional investigations.

The Budapest Convention has, however, attracted criticism. Russia, China, and a number of other states
have objected to its provisions on grounds that it enables extraterritorial access to data on their national
infrastructure without adequate safeguards for sovereignty.’* These states have advocated instead for a United
Nations convention on cybercrime under the auspices of the UN General Assembly, a process that culminated in

26 Wall (n 4) 70-72.

27 Holt and Bossler (n 7) 52-55.

28 Conway (n 15).

2 Kim Zetter, Countdown to Zero Day: Stuxnet and the Launch of the World’s First Digital Weapon (Crown
Publishers, 2014) 3-9.

30 Colarik and Janczewski (n 16) 38.

31 Council of Europe (n 8).

32 Council of Europe (n 8) arts 23-35.

33 Orin S Kerr, ‘Cybercrime’s Scope: Interpreting Access and Authorization in Computer Misuse Statutes’ (2003)
78 New York University Law Review 1596, 1599.
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the adoption of a new UN Cybercrime Convention in December 2024, though its provisions and ultimate
effectiveness remain subjects of considerable scholarly debate.

B. Regional Frameworks

At the regional level, a number of instruments have been developed to address cybercrime among groups
of states sharing common legal or political frameworks.** The African Union’s Convention on Cyber Security
and Personal Data Protection, adopted at Malabo in 2014, establishes obligations for African Union member states
to enact domestic legislation on cybercrime, electronic transactions, and data protection.?® Progress in ratification
has been slow, however, reflecting the limited institutional and financial resources available to many African
states for cybercrime prevention and prosecution.

The Economic Community of West African States (ECOWAS) adopted a Directive on Fighting
Cybercrime in 2011, establishing common standards for the criminalization of cybercrime among its member
states.3® In Nigeria, the most populous member state of ECOWAS, the Cybercrime (Prohibition, Prevention, Etc.)
Act of 2015 constitutes the primary legislative instrument governing cybercrime.?” The Act criminalizes a broad
range of conduct including unauthorized system access, denial-of-service attacks, phishing, identity theft,
cyberstalking, and the production and distribution of child sexual abuse material, and provides for penalties
including substantial fines and custodial sentences.*®

In the European Union, the Network and Information Security (NIS) Directive of 2016, and its successor
NIS2 Directive of 2022, impose obligations on member states and operators of essential services to implement
robust cybersecurity measures and to notify competent authorities of significant cyber incidents.?® The EU
General Data Protection Regulation (GDPR), while primarily a data protection instrument, also has significant
implications for cybercrime prevention insofar as it obliges organisations to implement appropriate technical and
organizational security measures and creates liability for data breaches resulting from inadequate security.

C. Challenges of Jurisdiction and Attribution

The most intractable legal challenge presented by transnational cybercrime is the question of
jurisdiction.*® Traditional principles of criminal jurisdiction which are territoriality, nationality, passive
personality, the protective principle, and universal jurisdiction were developed to govern crimes that occur in
discrete physical locations. Their application to cybercrime, in which conduct may be distributed across multiple
servers in multiple jurisdictions, the offender’s location may be actively concealed, and the harm may be felt
globally, produces significant gaps and conflicts.

States have responded to this challenge by asserting expansive jurisdictional claims, particularly on the
basis of effects-based jurisdiction, thus the principle that a state may assert jurisdiction over conduct that produces
significant harmful effects within its territory regardless of where the conduct itself occurred.*! While this
approach enables states to prosecute foreign-based cybercriminals who victimize their nationals or infrastructure,
it also generates conflicts where multiple states assert concurrent jurisdiction over the same conduct, and creates
diplomatic tensions when one state’s extraterritorial enforcement action impinges on another’s sovereignty.

The attribution of cyberattacks to specific actors, whether criminal organisations, state agencies, or state-
sponsored proxies presents further legal difficulties.*? Technical attribution, achieved through forensic analysis
of malware characteristics, network traffic patterns, and command-and-control infrastructure, can provide strong
evidence of the identity of an attacker. However, technical attribution is rarely conclusive, sophisticated actors
routinely employ techniques to misattribute attacks to others, and even where attribution is established with high
confidence, the translation of technical findings into legal proof admissible in criminal proceedings remains
challenging.

34 UNODC, Cybercrime Module 3: Legal Frameworks and Human Rights (UNODC, 2019) 5.

35 African Union, Convention on Cyber Security and Personal Data Protection (Malabo Convention), adopted 27
June 2014.

36 Economic Community of West African States (ECOWAS), Directive on Fighting Cybercrime Within ECOWAS
(ECOWAS, 2011).

37 Cybercrime (Prohibition, Prevention, Etc.) Act 2015 (Nigeria), s 1.

38 ibid ss 14-17.

39 Clough (n 5) 310-315.

40 Jack Goldsmith and Tim Wu, Who Controls the Internet? Illusions of a Borderless World (Oxford University
Press, 2006) 67-70.

4! Brenner (n 3) 133-136.

4“2 UNODC (n 1) 52-54.
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VI. STRUCTURAL AND TECHNOLOGICAL ENABLERS OF TRANSNATIONAL
CYBERCRIME
A. The Dark Web and Anonymization Technologies

The dark web is a segment of the internet accessible only through specialist software such as the Tor
browser, which routes communications through multiple encrypted relays to conceal the identity and location of
users has provided cybercriminals with a largely law-enforcement-resistant marketplace for the trade in stolen
data, malware, drugs, weapons, and other illicit goods and services.* Dark web markets such as Silk Road,
AlphaBay, and Hansa — all of which were eventually disrupted by law enforcement demonstrated both the scale
of the criminal ecosystem that the dark web could sustain and the significant operational and legal challenges
involved in identifying and apprehending actors who operate within it.

The use of Virtual Private Networks (VPNs), proxy servers, and bullet-proof hosting providers are
commercial services that explicitly decline to cooperate with law enforcement requests and further complicates
the task of attributing cybercriminal conduct and obtaining evidence.** Bullet-proof hosting, which is
concentrated in jurisdictions with limited regulatory oversight or political will to cooperate with foreign law
enforcement, has become a foundational component of the criminal infrastructure supporting transnational
cybercrime.

B. Cryptocurrency and Money Laundering

The emergence of decentralized cryptocurrencies, particularly Bitcoin and Monero, has profoundly
altered the economics of cybercrime by providing a mechanism for transferring the proceeds of crime across
international boundaries without the oversight of conventional financial institutions.*> Cryptocurrency enables
cybercriminals to receive ransom payments, purchase illicit services, and remit criminal proceeds with a degree
of pseudonymity or, in the case of privacy coins such as Monero, near-complete anonymity that significantly
impedes asset recovery and financial investigation.

The laundering of cryptocurrency proceeds has generated a specialist industry of cryptocurrency mixers,
chain-hopping services, and complicit exchanges that serve to break the transactional trail between criminal
proceeds and their ultimate beneficiaries.*® While blockchain analytics tools have significantly advanced law
enforcement’s capacity to trace cryptocurrency flows, the development of privacy-enhancing technologies and
the regulatory arbitrage opportunities presented by the uneven global regulation of virtual asset service providers
mean that cryptocurrency remains a significant enabler of transnational cybercrime.

C. Cybercrime-as-a-Service and the Criminal Economy

The commercialisation and professionalization of cybercrime have produced a sophisticated
underground economy characterized by specialization, division of labour, and market competition.*’” Within this
economy, actors offer an array of services including exploit kits, DDoS-for-hire, credential stuffing tools,
phishing kits, money mule networks, and initial access brokerage which connotes the sale of persistent access to
already-compromised corporate networks, to other criminal actors who deploy these capabilities for their own
criminal purposes.

This service economy structure fundamentally changes the risk profile of cybercrime. The separation
between those who develop criminal tools and those who deploy them complicates legal attribution and
prosecution, since each actor may have plausible deniability regarding the ultimate criminal use of their services.*®
It also means that a significant increase in the availability of criminal capabilities does not necessarily correspond
to a proportionate increase in the technical sophistication of the actors who use them, making cybercrime more
accessible to a larger population of potential offenders.

43 Europol (n 14) 18-20.

4 Richard Aldrich, ‘Cyberspace in Strategic Thought’ in Kristan Stoddart (ed), War in Cyberspace (Routledge,
2022) 15.

45 Chris Bronk and Eneken Tikk-Ringas, ‘The Cyber Attack on Saudi Aramco’ (2013) 55 Survival 81, 83.

4 Gary Warner and Thomas J Holt, ‘Emerging Cyber Threats and Cognitive/Psychological Security
Vulnerabilities’ (2016) 5 Journal of Applied Security Research 246, 250.

4T INTERPOL, INTERPOL Report Charts Top Cyberthreats in Africa INTERPOL, 2023) 2.

48 Europol, iOCTA 2023: Internet Organised Crime Threat Assessment (Europol, 2023) 7.
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VIL. LAW ENFORCEMENT AND INTERNATIONAL COOPERATION

Effective responses to transnational cybercrime require international cooperation on a scale that existing
mutual legal assistance frameworks have struggled to deliver.* Traditional MLA processes which require the
formal submission of requests through diplomatic channels, often involving lengthy processing times, translation
requirements, and the application of dual criminality tests were designed for a pre-digital era and are poorly
calibrated to the speed and scale at which digital evidence is generated, transferred, and deleted.

A number of operational-level cooperation mechanisms have been developed to supplement formal
MLA frameworks. INTERPOL’s Cybercrime Directorate and the EC3 cybercrime unit at Europol coordinate
multi-jurisdictional investigations and provide analytical and technical support to national law enforcement
agencies.® The Joint Cybercrime Action Taskforce (J-CAT), established by Europol in 2014, provides a
permanent platform for coordinated law enforcement action against high-priority cybercriminal actors and groups.
Significant law enforcement successes, including the takedowns of the Emotet botnet, the REvil ransomware
gang, and the Genesis Market dark web credential marketplace — have been achieved through precisely such
multilateral operational cooperation.

Nonetheless, structural obstacles to effective international cooperation persist. Differences in the
substantive criminal law of states, including the scope of dual criminality requirements and the extent to which
states are willing to extradite their own nationals can frustrate the prosecution of cybercriminals who are nationals
of, or resident in, states that have limited cooperation relationships with victim states.’! The phenomenon of ‘safe
havens’ are jurisdictions that lack the legal framework, technical capacity, political will, or diplomatic
relationships necessary to cooperate in cybercrime prosecutions continues to provide de facto impunity for
significant categories of cybercriminal actors.

VIII. EMERGING CHALLENGES AND FUTURE DIRECTIONS

The convergence of artificial intelligence and cybercrime represents one of the most significant emerging
challenges in this domain.’?> Generative Al technologies enable the production of highly convincing synthetic
content including text, images, audio, and video that can be deployed for social engineering, disinformation, and
fraud at a scale and sophistication previously unattainable. Large language models can generate personalized
phishing emails at near-zero marginal cost, while deepfake technologies enable the impersonation of trusted
individuals in audio and video communications. The regulatory and technical responses to Al-enabled cybercrime
remain nascent.

The potential development of quantum computing presents a longer-term but existential challenge to the
cryptographic infrastructure that underpins the security of digital communications, financial transactions, and
government secrets.> Sufficiently powerful quantum computers would be capable of breaking the public-key
cryptographic algorithms that currently protect most internet traffic, potentially enabling the retrospective
decryption of communications that adversaries have collected and stored in anticipation of this eventuality. The
‘harvest now, decrypt later’ strategy attributed to certain state-sponsored actors underscores the urgency of
transitioning to quantum-resistant cryptographic standards.

The legal framework for regulating cybersecurity and prosecuting cybercrime is also under strain from
the rapid development of cloud computing, which concentrates vast quantities of data in the infrastructure of a
small number of major providers that operate across dozens of jurisdictions.>* The legal questions surrounding
government access to data held in foreign-located cloud infrastructure — including the appropriate application of
data protection law, national security legislation, and international human rights norms — remain actively
contested and are the subject of significant bilateral and multilateral negotiation.

The regulatory gap between developed and developing states in cybersecurity capacity and legal
infrastructure presents a systemic vulnerability in the global response to transnational cybercrime.>> Many low-
income states lack both the technical expertise to investigate sophisticated cybercrime and the legislative
infrastructure to prosecute it effectively. Capacity-building programmes delivered through INTERPOL, UNODC,
the Council of Europe, and bilateral donor relationships are important components of a comprehensive response,
but their impact is necessarily constrained by the depth of the institutional deficits they seek to address.

4 Holt and Bossler (n 7) 100-103.

50 INTERPOL (n 44).

3! Krebs (n 22) 210-215.

32 Cybersecurity Ventures (n 11) 8.

33 UNODC, Organized Crime and Illicit Trafficking (UNODC, 2020) ch 7, 142.
34 Mandiant (n 24) 12.

55 Wall (n 4) 155-157.
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IX. CONCLUSION

The evolution of transnational cybercrime in the twenty-first century reflects a fundamental
transformation in the architecture of criminal offending.>® What began as the conduct of technically sophisticated
individuals exploiting the novelty of networked systems has developed into a global criminal industry of
extraordinary sophistication, scale, and social harm. The professionalization of cybercrime, the commodification
of criminal tools and services, the exploitation of anonymization technologies and cryptocurrencies, and the
entanglement of criminal actors with state-sponsored operations have together produced a threat landscape of
formidable complexity.

The legal and regulatory response to this challenge has been substantive but incomplete. The Budapest
Convention has provided a foundation for international cooperation and domestic criminalization, and regional
instruments have extended this framework to additional constituencies. National legislatures have enacted
cybercrime legislation of increasing sophistication, and law enforcement agencies have developed significant
operational capacity for the investigation and disruption of cybercriminal networks.>” Yet structural obstacles
including jurisdictional fragmentation, the prevalence of safe havens, the inadequacy of mutual legal assistance
mechanisms, and the persistent capacity deficit of developing states continue to limit the effectiveness of the legal
response.

Looking forward, the governance of transnational cybercrime will require sustained international
political will, substantial investment in technical and legal capacity, and a willingness to adapt legal frameworks
to the rapidly evolving technological environment.*® The emergence of Al-enabled crime, quantum computing
threats, and the deepening integration of digital infrastructure into the fabric of critical public services means that
the stakes of an ineffective response are higher than ever. The development of effective international norms,
whether through the operationalization of the new UN Cybercrime Convention, the continued evolution of the
Budapest Convention framework, or the emergence of new bilateral and multilateral arrangements will be one of
the defining challenges of international law and governance in the decades ahead.>

In this context, the role of states as both potential victims and potential perpetrators of cybercrime
introduces a layer of complexity that purely criminal law frameworks are ill-equipped to address.®® The
convergence of cybercrime, cyber-espionage, and cyber-warfare demands a correspondingly integrated legal
response that draws on international criminal law, the law of state responsibility, the law of armed conflict, and
human rights law simultaneously.®! Achieving that integration, across the diverse interests and capacities of a
fractured international community, constitutes perhaps the most demanding task confronting the architecture of
global governance at the dawn of the digital age.®?
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